 BULLETIN 2019-41                      
April 5, 2019
	U.S. Department of Labor

Employment and Training Administration, Office of 
Apprenticeship (OA) 

Washington, D.C.  20210
	Distribution:

A-541 Hdqtrs

A-544 All Field Tech

A-547 SD+RD+SAA+; Lab.Com

	Subject:  New Apprenticeable Occupations:  Cloud Operations Specialist 1, Cloud Operations Specialist 2, Technical Sales Specialist, and revision to an existing Apprenticeable Occupation Systems Administrator (Existing Title:  Network and Computer Systems Administrator)
Code:  200.1     

	Symbols:  DRAP/KAJ
	
	Action:  Immediate

	PURPOSE:  To inform the staff of OA, State Apprenticeship Agencies (SAA), Registered Apprenticeship program sponsors, and other Registered Apprenticeship partners of the following new apprenticeable occupations and revision to an existing apprenticeable occupation: 
                                          Cloud Operations Specialist 1
                                          O*NET-SOC CODE:  15-1151.00

                                          RAPIDS CODE:  2085CB
                                          Type of Training:  Competency-based     

                                          Cloud Operations Specialist 2
                                          O*NET-SOC CODE:  15-1151.00

                                          RAPIDS CODE:  2086CB
                                          Type of Training:  Competency-based     

                                          Systems Administrator
                                         (Existing Title:  Network and Computer Systems Administrator)

                                          O*NET-SOC CODE:  15-1142.00

                                          RAPIDS CODE:  1132CB

                                          Type of Training:  Competency-based     

                                          Technical Sales Specialist
                                          O*NET-SOC CODE:  41-4011.00

                                          RAPIDS CODE:  2087CB
                                          Type of Training:  Competency-based     

BACKGROUND:  Mr. Jordan Shepard, National Program Manager on behalf of Apprenti submitted the following occupations:  Cloud Operations Specialist 1, Cloud Operations Specialist 2, and Systems Administrator (Existing Title: Network and Computer Systems Administrator) and Technical Sales Specialist for apprenticeability determination.  The OA Administrator approved these occupations on February 6, 2019..
Cloud Operations Specialist 1 performs the duties of: 

· Create and configure hosting, storage, and computing accounts in cloud services;
· Write basic scripts to facilitate configuration and updates to cloud accounts; and
· Research past resolutions and clean up notes/records on architecture and data flow diagrams or related documents.

Cloud Operations Specialist 2 performs the duties of: 

· Manage customer account access and authenticate identity;
· Conduct research using internal documentation and resources to resolve assigned issues; and
· Coordinate with engineering team for more complex issues requiring escalation.
Systems Administrator performs the duties of: 

· Clustering and virtualization options for Linux systems;

· Plan and configure mailbox and client access servers; and

· Building software components from source repositories.

Technical Sales Specialist performs the duties of: 
· Provide information on available cloud products and services; and
· Update documentation on configuration and status of servers.
Cloud Operations Specialist 1, Cloud Operations Specialist 2, Systems Administrator (Existing Title:  Network and Computer Systems Administrator) and Technical Sales Specialist will be added to the List of Occupations Recognized as Apprenticeable by OA when the list is reissued.  A suggested Work Process Schedule and Related Instruction Outline are attached.
ACTION:  OA staff should familiarize themselves with this bulletin and the attached Work Process Schedules and Related Instruction Outlines, as a source for developing apprenticeship standards and/or providing technical assistance. 

If you have any questions, please, contact Kirk Jefferson, Apprenticeship and Training Representative at (202) 693-3399.

NOTE:  This bulletin is being sent via electronic mail.

Attachments  

[image: image1.emf]Cloud Operations  Specalist 1



 EMBED Word.Document.12 \s [image: image2.emf]Cloud Operations  Specialist 2



 EMBED Word.Document.12 \s [image: image3.emf]Systems  Administrator


[image: image4.emf]Technical Sales  Specialist





WORK PROCESS SCHEDULE

CLOUD OPERATIONS SPECIALIST 2

O*NET-SOC CODE:  15-1151.00	RAPIDS CODE:  2086CB



Cloud Operations Specialist 2– Competency Checklist



Training – Mentor/Journeyworker has provided training and demonstration of task to the apprentice.

Demonstrates Fundamentals – Apprentice can perform the task with some coaching.

Proficient in Task – Apprentice performs task properly and consistently.

Completion Date – Date apprentice completes final demonstration of competency.



		

		

		Place a check mark or date in each box when complete.

		



		1.

		Client Sales/ Account Management

		Training

		Demonstrates Fundamentals

		Proficient in Task

		Completion Date /  Initials



		a.

		Gather information on existing solution/application

		

		

		

		



		b.

		Provide information on available cloud products and services

		

		

		

		



		c.

		Develop migration plan for new customers

		

		

		

		



		2.

		Project Management

		Training

		Demonstrates Fundamentals

		Proficient in Task

		Completion Date



		a.

		Estimate timelines to completion

		

		

		

		



		b.

		Track and coordinate activities of service units (technical, accounting, contracting, etc.)

		

		

		

		



		c.

		Report on status outcomes internally and externally

		

		

		

		



		3.

		Customer support

		Training

		Demonstrates Fundamentals

		Proficient in Task

		Completion Date /  Initials



		a.

		Communicate with customers to identify and scope issues

		

		

		

		



		b.

		Determine appropriate resolution tier (resolve or escalate)

		

		

		

		



		c.

		Gather information from customers as needed to demonstrate the problem or determine appropriate fix

		

		

		

		



		d.

		Test and implement fix

		

		

		

		



		e.

		Manage customer account access and authenticate identity

		

		

		

		



		f.

		Communicate with customers on resolution, how to avoid recurrence, and any future action items

		

		

		

		



		4.

		Cloud Services Management

		Training

		Demonstrates Fundamentals

		Proficient in Task

		Completion Date



		a.

		Create and configure hosting, storage, and computing accounts in cloud services

		

		

		

		



		b.

		Access and transfer data between systems and services

		

		

		

		



		c.

		Write basic scripts to facilitate configuration and updates to cloud accounts

		

		

		

		



		d.

		Use shell scripts to automate common tasks

		

		

		

		



		e.

		Troubleshoot availability and performance issues

		

		

		

		



		f.

		Coordinate with engineering team for more complex issues requiring escalation

		

		

		

		



		5.

		Ticket Management and Documentation

		Training

		Demonstrates Fundamentals

		Proficient in Task

		Completion Date



		a.

		Work within existing task assignment and record-keeping systems

		

		

		

		



		b.

		Open, respond, manage and close tickets

		

		

		

		



		c.

		Document resolution information

		

		

		

		



		d.

		Update documentation on configuration and status of servers

		

		

		

		



		e.

		Research past resolutions and clean up notes/records on architecture and data flow diagrams or related documents

		

		

		

		



		6.

		Perform other duties as assigned

		Training

		Demonstrates Fundamentals

		Proficient in Task

		Completion Date



		

		

		

		

		

		








RELATED INSTRUCTION OUTLINE

CLOUD OPERATIONS SPECIALIST 2

O*NET-SOC CODE:  15-1151.00	RAPIDS CODE:  2086CB



· Solution Planning for Clients                                                                                    Planned hours:  140

· Client Interaction

· Professional communication skills

· Ticketing systems and maintaining records

· Task/schedule management

· Sales training

· Contract and invoice process overview (i.e., when and how to refer to contracting/accounting)

· How to estimate project timelines

· When to call an internal engineer for support

· Understanding cloud-based products

· Technical overview of distributed computing

· Intro to vendor-specific tools (e.g., Amazon AWS, Microsoft Azure)

· Configuring cloud hosting and containers for new accounts

· Leveraging the client engineering and technical team for transition

· Migrating legacy applications to cloud solutions

· Project/pilot testing techniques

· Build the foundation for scaling applications

· Create a “landing zone” (preconfigured, secured, multi-account cloud environment)

· Migrate: port and test code, make adaptations to connect to new or relocated data stores, sync data to avoid any gaps, deploy to production environment, re-test and monitor performance

· Train users on new processes, interfaces, or capabilities of cloud-enabled application



· CompTIA Network+					                                Planned hours:  120

· Network Architecture

· Explain the functions and applications of various network devices

· Compare and contrast the use of networking services and applications

· Install and configure networking services & applications

· Explain the characteristics and benefits of WAN (Wide area Network) solutions

· Install and terminate various cable types and connectors using appropriate tools

· Differentiate between common network topologies

· Differentiate between network infrastructure implementations

· Given a scenario, implement and configure the appropriate addressing schema

· Explain the basics of routing concepts and protocols

· Identify the basic elements of unified communication technologies

· Compare and contrast technologies that support cloud and virtualization

· Given a set of requirements, implement a network

· Network Operations

· Given a scenario, use appropriate monitoring tools

· Given a scenario, analyze metrics and reports from monitoring and tracking performance tools

· Given a scenario, use appropriate resources to support configuration management

· Explain the importance of implementing network segmentation

· Given a scenario, install and apply patches and updates

· Given a scenario, configure a switch using proper features

· Install and configure wireless LAN (Local Area Network) infrastructure and implement the appropriate technologies in support of wireless capable devices

· Network Security

· Compare and contrast risk related concepts

· Compare and contrast common network vulnerabilities and threats

· Given a scenario, implement network hardening techniques

· Compare and contrast physical security controls

· Given a scenario, install and configure a basic firewall

· Explain the purpose of various network access control models

· Summarize basic forensic concepts

· Troubleshooting

Given a scenario:

· Properly implement network troubleshooting methodology

· Analyze and interpret the output of troubleshooting tools

· Troubleshoot and resolve common wireless issues

· Troubleshoot and resolve common copper cable issues

· Troubleshoot and resolve common fiber cable issues

· Troubleshoot and resolve common network issues

· Troubleshoot and resolve common security issues

· Troubleshoot and resolve common WAN issues

· Industry Standards, Practices and Network Theory

· Analyze a Scenario and determine the corresponding OSI (Open Systems Interconnection) layer

· Explain the basics of network theory and concepts

· Deploy the appropriate wireless standard

· Deploy the appropriate wired connectivity standard

· Implement the appropriate policies and procedures

· Summarize safety practices

· Install and configure equipment in the appropriate location using best practices

· Explain the basics of change management procedures

· Compare and contrast the following ports and protocols

· Configure and apply the appropriate ports and protocols



· CompTIA Linux +                                                     	                                               Planned hours:  120

· System Architecture

· Determine and configure hardware settings

· Boot the system

· Change runlevels/ boot targets and shut down or reboot system

· Linux installation and packet management

· Design hard disk layout

· Install a boot manager

· Manage shared libraries

· Use Debian package management

· Use RPM and YUM package management

· GNU and UNIX Commands

· Work on the command line

· Process text streams using filters

· Perform basic file management

· Use streams, pipes and redirects

· Create, monitor and kill processes

· Modify process execution priorities

· Search text files using regular expressions

· Perform basic file editing operations using vi

· Devices, Linux Filesystems, Filesystem Hierarchy Standard

· Create partitions and filesystems

· Maintain the integrity of filesystems

· Control mounting and unmounting of filesystems

· Manage disk quotas

· Manage file permissions and ownership

· Create and change hard and symbolic links

· Find system files and place files in the correct location

· Shells, Scripting and Data Management

· Customize and use the shell environment

· Customize or write simple scripts

· SQL data management

· User interfaces and Desktops

· Install and configure X11

· Setup a display manager

· Accessibility

· Administrative Tasks

· Manage user and group accounts and related system files

· Automate system administration tasks by scheduling jobs

· Localization and internationalization

· Essential System Services

· Maintain system time

· System logging

· Mail Transfer Agent (MTA) basics

· Manage printers and printing

· Networking Fundamentals

· Fundamentals of internet protocols

· Basic network configuration

· Basic networking troubleshooting

· Configure client side DNS

· Security

· Perform security administration tasks

· Setup host security

· Securing data with encryption



· Database Administration Fundamentals                                                               Planned hours:  50

· Understand Core Database Concepts

· Create Database Objects

· Manipulate Data

· Understand Data Storage

· Administer a Database

· Implement transactions



· Querying Microsoft SQL Server                                                                                  Planned hours:  50

· Describe the basic architecture and concepts of SQL Server

· Understand the similarities and differences between Transact-SQL and other computer languages

· Write SELECT queries

· Query multiple tables

· Sort and filter data

· Describe the use of data types in SQL Server

· Modify data using Transact-SQL

· Use built-in functions

· Group and aggregate data

· Use subqueries

· Use table expressions

· Use set operators

· Use window ranking, offset and aggregate functions

· Implement pivoting and grouping sets

· Execute stored procedures

· Program with T-SQL

· Implement error handling

· Implement transactions



· Python Scripting                                                                                                               Planned hours:  80

· Programming Basics

· Using the Python interpreter

· Elementary syntax (variables, operators, strings, arrays)

· Code management and security best practices

· System Environments

· Revisit command line tools, Bash

· Working in the Linux shell environment

· Grep, pipes, and accessing system data from the command line

· Assigning executable attributes to *.py files

· Python Scripting

· Python types (mutable vs. immutable), expressions, and None

· Using string literals

· Statements (e.g., if/elif/else, for, pass, continue)

· Assignment semantics

· Write and call simple functions

· Read and write from text files (logs, data dumps)

· Python Standard Library

· Networking frameworks and tools (Sockets, Twisted, Telnet)

· Crawling and scraping using Python scripts



Total Hours											560

6


WORK PROCESS SCHEDULE

SYSTEMS ADMINISTRATOR

(Existing Title:  Network and Computer Systems Administrator)

O*NET-SOC CODE:  15-1142.00	RAPIDS CODE:  1132CB



Systems Administrator– Competency Checklist



Training – Mentor/Journeyworker has provided training and demonstration of task to the apprentice.

Demonstrates Fundamentals – Apprentice can perform the task with some coaching.

Proficient in Task – Apprentice performs task properly and consistently.

Completion Date – Date apprentice completes final demonstration of competency.



		

		

		Place a check mark or date in each box when complete.

		



		1.

		Server Administration

		Training

		Demonstrates Fundamentals

		Proficient in Task

		Completion Date/ Initials



		a.

		Deploy and manage Linux distributions/ Windows Server

		

		

		

		



		b.

		Update and monitor system components

		

		

		

		



		c.

		Storage solution management

		

		

		

		



		d.

		Manage file and print services

		

		

		

		



		e.

		Security encryption and audit configuration

		

		

		

		



		f.

		Monitor and configure network services

		

		

		

		



		g.

		Create availability and disaster recovery plan(s)

		

		

		

		



		h.

		Troubleshoot server issues and package compatibility

		

		

		

		



		2.

		Software and Network Management

		Training

		Demonstrates Fundamentals

		Proficient in Task

		Completion Date



		a.

		Implement and manage network solutions

		

		

		

		



		b.

		Installing/uninstalling using package managers

		

		

		

		



		c.

		Building software components from source repositories

		

		

		

		



		d.

		Clustering and virtualization options for Linux systems

		

		

		

		



		e.

		Configuring virtual machines using e.g., VirtualBox, VMWare, Xen

		

		

		

		



		f.

		Balance network load

		

		

		

		



		3.

		User and Group Management

		Training

		Demonstrates Fundamentals

		Proficient in Task

		Completion Date



		a.

		Configure domain controller(s)

		

		

		

		



		b.

		Implement and manage group policy

		

		

		

		



		c.

		Maintain active directory domain services

		

		

		

		



		d.

		Supervise and monitor active directory certificate and rights management

		

		

		

		



		e.

		Research past resolutions and clean up notes/records on architecture and data flow diagrams or related documents

		

		

		

		



		4.

		Perform other duties as assigned

		Training

		Demonstrates Fundamentals

		Proficient in Task

		Completion Date



		

		Plan and configure mailbox and client access servers

		

		

		

		



		

		Manage groupware and services (e.g., Zimbra, Horde, OpenXchange)

		

		

		

		



		5.

		Perform other duties as assigned

		Training

		Demonstrates Fundamentals

		Proficient in Task

		Completion Date



		

		Work within existing task assignment and record-keeping systems

		

		

		

		



		

		Open, respond, manage, and close tickets 

		

		

		

		



		

		Document resolution information

		

		

		

		



		

		Update documentation on configuration and status of servers

		

		

		

		



		

		Research past resolutions and clean up notes/records on architecture and data flow diagrams or related documents

		

		

		

		



		6.

		Perform other duties as assigned

		Training

		Demonstrates Fundamentals

		Proficient in Task

		Completion Date



		

		

		

		

		

		












RELATED INSTRUCTION OUTLINE

SYSTEMS ADMINISTRATOR

(Existing Title:  Network and Computer Systems Administrator)

O*NET-SOC CODE:  15-1142.00	RAPIDS CODE:  1132CB



· Server Administration			                                                              Planned hours:  140

· Server machine roles

· Considerations in managing servers vs. desktop/laptop workstations

· Clustering, distributed roles, and virtualization concepts

· Managing storage solutions and network-attached storage

· Understanding essential services

· Monitoring and troubleshooting server applications and services

· Configuring file and print services

· Introduction to network services and applications

· Configuring encryption and auditing

· Deploying and maintaining server images

· Implementing software updates and security patches

· Monitoring server logs and error reports



· Network Management                                                                                                 Planned hours:  120

· Network Theory (network standards and OSI model, network types, configurations, and data transmission methods)

· Implementing networking solutions (Internet Protocol versions 4 and 6, Dynamic Host Configuration Protocol, Domain Name System, ICMP, TCP/IP, UTP)

· Bounded network media (copper vs. fiber, installation requirements, noise control)

· Unbounded network media (wireless networking)

· Network implementations (topologies of physical/logical networks, Ethernet, network devices, VLANs)

· WAN Infrastructure (WAN basics, connectivity, transmission, unified communication technologies, cloud and virtualization technologies)

· Network security basics (vulnerabilities, threats/attacks, authentication, encryption)

· Preventing and responding to security breaches 

· Physical security, network access controls, firewalls, intrusion detection and prevention, user education, incident management and response, basic forensics

· Remote networking (architectures, VPNs)

· Network management and troubleshooting

  

· User and Group Management	                                                                               Planned hours:  80

· Introduction to user access levels, group policies, and tree hierarchies

· Overview of Active Directory, LDAP, and other group tools

· Configuring user account permissions and enforcing password and security requirements

· Managing domain controllers and forests

· Implementing a group policy infrastructure

· Managing user desktops with group policy

· Automating domain directory service administration






· Configuring Advanced Server Services                                                                    Planned hours:  60

· Implementing advanced network services (special roles, unusual routing protocols)

· Implementing advanced file services and configuration options (including cloud-connected storage)

· Implementing Dynamic Access Control

· Implementing distributed LDAP/Kerberos/Active Directory domain services deployments, sites, replication, certificate services, rights management

· Implementing network load balancing

· Implementing failover clustering



· IT Workflow and Project Management                                                                    Planned hours:  40

· Working with a ticket management system

· Documentation methods, policy resources, and implementing standard operating procedures

· Opening, closing, resolving requests

· Inventory management and asset control

· Implementing business continuity and disaster recovery plans

· Risk management basics

· Software license management tools and general requirements

· Client relationship management



Total Hours									                                    440



1


WORK PROCESS SCHEDULE

TECHNICAL SALES SPECIALIST

O*NET-SOC CODE:  41-4011.00	RAPIDS CODE:  2087CB



Technical Sales Specialist– Competency Checklist



Training – Mentor/Journeyworker has provided training and demonstration of task to the apprentice.

Demonstrates Fundamentals – Apprentice can perform the task with some coaching.

Proficient in Task – Apprentice performs task properly and consistently.

Completion Date – Date apprentice completes final demonstration of competency.



		

		

		Place a check mark or date in each box when complete.

		



		1.

		Client Solicitation

		Training

		Demonstrates Fundamentals

		Proficient in Task

		Completion Date/ Initials



		a.

		Manage leads in a timely manner across wide geographical boundaries

		

		

		

		



		b.

		Conduct discussions to learn and qualify opportunities

		

		

		

		



		c.

		Understand customer pain points

		

		

		

		



		d.

		Gather technical requirements

		

		

		

		



		e.

		Correlate business value to customer

		

		

		

		



		f.

		Manage leads in a timely manner across wide geographical boundaries

		

		

		

		



		2.

		Develop Technical Solutions

		Training

		Demonstrates Fundamentals

		Proficient in Task

		Completion Date



		a.

		Gather information on existing solution/application

		

		

		

		



		b.

		Provide information on available cloud products and services

		

		

		

		



		c.

		Develop migration plans for new customers

		

		

		

		



		3.

		Project Management

		Training

		Demonstrates Fundamentals

		Proficient in Task

		Completion Date



		a.

		Estimate timelines to completion

		

		

		

		



		b.

		Track and coordinate activities of service units (technical, accounting, contracting, etc.)

		

		

		

		



		c.

		Report on status and outcomes internally and externally

		

		

		

		



		4.

		Ticket Management and Documentation

		Training

		Demonstrates Fundamentals

		Proficient in Task

		Completion Date



		a.

		Work within existing task assignment and record-keeping systems

		

		

		

		



		b.

		Open, respond, manage, and close tickets 

		

		

		

		



		c.

		Document resolution information

		

		

		

		



		d.

		Update documentation on configuration and status of servers

		

		

		

		



		e.

		Research past resolutions and clean up notes/records on architecture and data flow diagrams or related documents

		

		

		

		



		

		Develop and present on policies and standard operating procedures

		

		

		

		



		5.

		Perform other duties as assigned

		Training

		Demonstrates Fundamentals

		Proficient in Task

		Completion Date



		

		

		

		

		

		










RELATED INSTRUCTION OUTLINE

TECHNICAL SALES SPECIALIST

O*NET-SOC CODE:  41-4011.00	RAPIDS CODE:  2087CB



· IT Industry Fundamentals                                                                                         Planned hours:  120

· Understanding the IT Industry

· IT vs. hardware vs. software companies

· What is a data center?

· Why is data valuable?

· Data-driven decision making

· Analytics tools

· Understanding Enterprise Architecture

· How are businesses organized?

· How do tech companies make money?

· Who makes buying decisions?

· Collaboration and interview training (exploring company attitude and needs)

· Understanding Networking and Security

· Network fundamentals (LAN vs. WAN, wired and wireless networks, network transport layers)

· Types of routing and protocols (i.e., private networks vs. the Internet)

· The Internet of Things

· Terminology a technical sales professional needs to know

· Building a business case (selling a network solution)

· Sales Roles

· Challenger Sales Model

· Customer buying theory

· Personality styles



· Prospecting and Closing Sales					                    Planned hours:  40

· Prospecting

· Cold calling

· Lead generation

· Referrals

· Using social media

· High-touch vs. client-driven interactions

· Qualifying

· How to determine whether a customer is serious

· The art of asking questions

· Gathering sufficient information to explore a technical solution

· When to close a lead without wasted effort

· Investigating

· Working with sales engineers or technical teams

· Proper estimation to align with cost structures

· Documenting plans for internal and external communications

· Presenting

· Preparing sales pitch materials (e.g., slide decks, call agendas, webinars)

· How to speak with authority

· How to handle questions without answers

· De-escalating conflicts or high-stress situations

· Body language (reading and controlling)

· Industry Standards, Practices and Network Theory



· Closing

· Understanding soft vs. firm commitments

· Contracting and legal considerations

· Handing off/coordinating with other service teams to begin implementation planning

· Follow-up and engagement

· Negotiating

· Techniques for achieving buy-in

· Alternative strategies to meet price demands

· Explaining non-negotiable items



· Sales Boot camp                                                     	                                                  Planned hours:  40

· Presentation Training

· Client psychology

· Developing concise presentation materials

· Fielding questions

· Role-play drills

· Incorporate employer product information

· Rehearse sales pitches with other apprentices

· Mock Sales Activities

· Engage in mock sales calls and presentations

· CxO-level judges to provide tips and feedback



Total Hours 											200

3


WORK PROCESS SCHEDULE

CLOUD OPERATIONS SPECIALIST 1

O*NET-SOC CODE:  15-1151.00	RAPIDS CODE:  2085CB



Cloud Operations Specialist 1– Competency Checklist



Training – Mentor/Journeyworker has provided training and demonstration of task to the apprentice.

Demonstrates Fundamentals – Apprentice can perform the task with some coaching.

Proficient in Task – Apprentice performs task properly and consistently.

Completion Date – Date apprentice completes final demonstration of competency.



		

		

		Place a check mark or date in each box when complete.

		



		1.

		Customer support

		Training

		Demonstrates Fundamentals

		Proficient in Task

		Completion Date /  Initials



		a.

		Communicate with customers to identify and scope issues

		

		

		

		



		b.

		Determine appropriate resolution tier (resolve or escalate)

		

		

		

		



		c.

		Gather information from customers as needed to demonstrate the problem or determine appropriate fix

		

		

		

		



		d.

		Test and implement fix

		

		

		

		



		e.

		Manage customer account access and authenticate identity

		

		

		

		



		f.

		Communicate with customers on resolution, how to avoid recurrence, and any future action items

		

		

		

		



		2.

		Cloud Services Management

		Training

		Demonstrates Fundamentals

		Proficient in Task

		Completion Date



		a.

		Create and configure hosting, storage, and computing accounts in cloud services

		

		

		

		



		b.

		Access and transfer data between systems and services

		

		

		

		



		c.

		Write basic scripts to facilitate configuration and updates to cloud accounts

		

		

		

		



		d.

		Use shell scripts to automate common tasks

		

		

		

		



		e.

		Troubleshoot availability and performance issues

		

		

		

		



		f.

		Coordinate with engineering team for more complex issues requiring escalation

		

		

		

		



		3.

		Ticket Management and Documentation

		Training

		Demonstrates Fundamentals

		Proficient in Task

		Completion Date



		a.

		Work within existing task assignment and record-keeping systems

		

		

		

		



		b.

		Open, respond, manage and close tickets

		

		

		

		



		c.

		Document resolution information

		

		

		

		



		d.

		Update documentation on configuration and status of servers

		

		

		

		



		e.

		Research past resolutions and clean up notes/records on architecture and data flow diagrams or related documents

		

		

		

		



		4.

		Perform other duties as assigned

		Training

		Demonstrates Fundamentals

		Proficient in Task

		Completion Date



		

		

		

		

		

		







RELATED INSTRUCTION OUTLINE

CLOUD OPERATIONS SPECIALIST 1

O*NET-SOC CODE:  15-1151.00	RAPIDS CODE:  2085CB



· CompTIA Network+					                                    Planned hours:  90

· Network Architecture

· Explain the functions and applications of various network devices

· Compare and contrast the use of networking services and applications

· Install and configure networking services & applications

· Explain the characteristics and benefits of WAN (Wide area Network) solutions

· Install and terminate various cable types and connectors using appropriate tools

· Differentiate between common network topologies

· Differentiate between network infrastructure implementations

· Given a scenario, implement and configure the appropriate addressing schema

· Explain the basics of routing concepts and protocols

· Identify the basic elements of unified communication technologies

· Compare and contrast technologies that support cloud and virtualization

· Given a set of requirements, implement a network

· Network Operations

· Given a scenario, use appropriate monitoring tools

· Given a scenario, analyze metrics and reports from monitoring and tracking performance tools

· Given a scenario, use appropriate resources to support configuration management

· Explain the importance of implementing network segmentation

· Given a scenario, install and apply patches and updates

· Given a scenario, configure a switch using proper features

· Install and configure wireless LAN (Local Area Network) infrastructure and implement the appropriate technologies in support of wireless capable devices

· Network Security

· Compare and contrast risk related concepts

· Compare and contrast common network vulnerabilities and threats

· Given a scenario, implement network hardening techniques

· Compare and contrast physical security controls

· Given a scenario, install and configure a basic firewall

· Explain the purpose of various network access control models

· Summarize basic forensic concepts

· Troubleshooting

Given a scenario:

· Properly implement network troubleshooting methodology

· Analyze and interpret the output of troubleshooting tools

· Troubleshoot and resolve common wireless issues

· Troubleshoot and resolve common copper cable issues

· Troubleshoot and resolve common fiber cable issues

· Troubleshoot and resolve common network issues

· Troubleshoot and resolve common security issues

· Troubleshoot and resolve common WAN issues

· Industry Standards, Practices and Network Theory

· Analyze a Scenario and determine the corresponding OSI (Open Systems Interconnection) layer

· Explain the basics of network theory and concepts

· Deploy the appropriate wireless standard

· Deploy the appropriate wired connectivity standard

· Implement the appropriate policies and procedures

· Summarize safety practices

· Install and configure equipment in the appropriate location using best practices

· Explain the basics of change management procedures

· Compare and contrast the following ports and protocols

· Configure and apply the appropriate ports and protocols



· CompTIA Linux +                                                     	                                                  Planned hours:  90

· System Architecture

· Determine and configure hardware settings

· Boot the system

· Change runlevels/ boot targets and shut down or reboot system

· Linux installation and packet management

· Design hard disk layout

· Install a boot manager

· Manage shared libraries

· Use Debian package management

· Use RPM and YUM package management

· GNU and UNIX Commands

· Work on the command line

· Process text streams using filters

· Perform basic file management

· Use streams, pipes and redirects

· Create, monitor and kill processes

· Modify process execution priorities

· Search text files using regular expressions

· Perform basic file editing operations using vi

· Devices, Linux Filesystems, Filesystem Hierarchy Standard

· Create partitions and filesystems

· Maintain the integrity of filesystems

· Control mounting and unmounting of filesystems

· Manage disk quotas

· Manage file permissions and ownership

· Create and change hard and symbolic links

· Find system files and place files in the correct location

· Shells, Scripting and Data Management

· Customize and use the shell environment

· Customize or write simple scripts

· SQL data management

· User interfaces and Desktops

· Install and configure X11

· Setup a display manager

· Accessibility

· Administrative Tasks

· Manage user and group accounts and related system files

· Automate system administration tasks by scheduling jobs

· Localization and internationalization

· Essential System Services

· Maintain system time

· System logging

· Mail Transfer Agent (MTA) basics

· Manage printers and printing

· Networking Fundamentals

· Fundamentals of internet protocols

· Basic network configuration

· Basic networking troubleshooting

· Configure client side DNS

· Security

· Perform security administration tasks

· Setup host security

· Securing data with encryption



· Database Administration Fundamentals                                                                Planned hours:  30

· Understand Core Database Concepts

· Create Database Objects

· Manipulate Data

· Understand Data Storage

· Administer a Database

· Implement transactions



· Querying Microsoft SQL Server                                                                                   Planned hours:  50

· Describe the basic architecture and concepts of SQL Server

· Understand the similarities and differences between Transact-SQL and other computer languages

· Write SELECT queries

· Query multiple tables

· Sort and filter data

· Describe the use of data types in SQL Server

· Modify data using Transact-SQL

· Use built-in functions

· Group and aggregate data

· Use subqueries

· Use table expressions

· Use set operators

· Use window ranking, offset and aggregate functions

· Implement pivoting and grouping sets

· Execute stored procedures

· Program with T-SQL

· Implement error handling

· Implement transactions



· Administering SQL Databases                                                                                      Planned hours:  50

· Describe core database administration tasks and tools.

· Install and configure SQL Server 2014

· Configure SQL Server databases and storage

· Plan and implement a backup strategy

· Restore databases from backups

· Import and export data. Monitor SQL Server

· Trace SQL Server activity

· Manage SQL Server security

· Audit data access and encrypt data

· Perform ongoing database maintenance

· Automate SQL Server maintenance with SQL Server Agent Jobs

· Configure Database Mail, alerts and notifications



· Implementing a Data Warehouse with SQL Server                                             Planned hours:  50

· Describe data warehouse concepts and architecture considerations.

· Select an appropriate hardware platform for a data warehouse.

· Design and implement a data warehouse.

· Implement Data Flow in an SQL Server Integration Services (SSIS) Package.

· Implement Control Flow in an SSIS Package.

· Debug and Troubleshoot SSIS packages.

· Implement an extract, transform, load (ETL) solution that supports incremental data extraction.

· Implement an ETL solution that supports incremental data loading.

· Implement data cleansing by using Microsoft Data Quality Services.

· Implement Master Data Services to enforce data integrity.

· Extend SSIS with custom scripts and components.

· Deploy and Configure SSIS packages.

· Describe how BI solutions can consume data from the data warehouse



· CompTIA Security+                                                                                                           Planned hours:  80

· Network Security

· Implement security configuration parameters on network devices and other technologies

· Given a scenario, use secure network administration principles

· Explain network design elements and components

· Given a scenario, implement common protocols and services

· Given a scenario, troubleshoot security issues related to wireless networking

· Compliance and Operational Security

· Explain the importance of risk related concepts

· Summarize the security implications of integrating systems and data with third parties

· Given a scenario, implement appropriate risk mitigation strategies

· Given a scenario, implement basic forensic procedures

· Summarize common incident response procedures

· Explain the importance of security related awareness and training

· Compare and contrast physical security and environmental control

· Summarize risk management best practices

· Given a scenario, select the appropriate control to meet the goals of security

· Threats and Vulnerabilities

· Explain types of malware

· Summarize various types of attacks

· Summarize social engineering attacks and the associated effectiveness with each attack

· Explain types of wireless attacks

· Explain types of application attacks

· Analyze a scenario and select the appropriate type of mitigation and deterrent techniques

· Given a scenario, use appropriate tools and techniques to discover security threats and vulnerabilities

· Explain the proper use of penetration testing versus vulnerability scanning

· Application, Data and Host Security

· Explain the importance of application security controls and techniques

· Summarize mobile security concepts and technologies

· Given a scenario, select the appropriate solution to establish host security

· Implement the appropriate controls to ensure data recovery

· Compare and contrast alternative methods to mitigate security risks in static environments

· Access Control and Identity Management

· Compare and contrast the function and purpose of authentication services

· Given a scenario, select the appropriate authentication, authorization or access control

· Install and configure security controls when performing account management, based on best practices

· Cryptography

· Given a scenario, utilize general cryptography concepts

· Given a scenario, use appropriate cryptographic methods

· Given a scenario, use appropriate public key infrastructure (PKI), certificate management and associated components



Total Hours											440
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