Instructions for Login.Gov Account Creation

Step 1. Go to Login.gov home page https://www.login.gov

Step 2. Click “Create an account”

@ Language w Signinwith 0 LoGIN.GOV

DLOGIN.GOV

The public’s one account for
government.

Use one account and password for secure, private access

to participating government agencies.

Login.gov is for you

12 Individuals W5 Agency partners >! Agency developers

Your one account for government

Learn how to create an account

» NOTE: Users must create their login.gov account using their current WIPS
username/email address.



Step 3. Review the information on the page and click “Create an account” at the
bottom of the page.
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What is Login.gov? ~ Who uses Login.gov? ~ Create anaccount  Help center m

Create an account

Join the millions of people who trust Login.gov for safe,
secure access to government agencies.

When you're ready to create your secure Login.gov account, you'll need to provide a

few pieces of information: ©® Depending on the security
needs of the agency, you may
need to prove your identity

1. Email address
using a social security

+ We recommend a personal email address that you'll number, address, and/or U.S.
e always be able to access rather than a work email based state-issued
== e
address. identification.

If you already have an account with Login.gov with
that email address, we'll send you an email to let you
know how you can reset your password and access

the account.

2. Secure password

EEEEERER LAY - Passwords must be at least 12 characters and should
not include commonly used words or phrases.
3. One or more authentication
n318 methods such as:
Lesese s * More secure

- Security Key
- Authentication application
- Federal government employee or military
identification (PIV/CAC)
* Lesssecure
- SMS/Text messages

- Backup codes

Your one account for government

Create an account




Step 4. Enter your email address and select your language. This email must match the
one assigned to your WIPS account. Make sure to review the Rules of Use and check the
box before clicking “Submit.”

Create your account

Enter your email address
I Your WIPS email here ﬂ

Select your email language preference

LOgZINn.gov allows you to receive your email communication in
English, Spanish or French.

O English (default)

() Espanol

() Frangais b

] Check this box to accept the Login.gov Rules of Use ¢

cancel

Privacy Act Statement &



Step 5. Login.Gov will then send a verification email to your email account.
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.d Check your email

We sent an email to Your WIPS email address

with alink to

confirm your email address. Follow the link to continue creating your

account,

Didn't receive an email? Resend

Or, use a different email address

You can close this window if you're done.



step 6. Click on the “Confirm email address” link.

U LOGIN.GOV

Confirm your email

Thanks for submitting your email Jddress. Please click the link
below or copy and paste the entire link into your browser. This
link will expire in 24 hours.

Confirm email address

https://secure.login.gov/sign_up/email/confirm?_request_id=c699276b-f2f3-
4983-8c02-09f4883c8074&confirmation_token=b8eYr_QYynTGxPF2fq1K

Please do not reply to this message. If you need help, visit www.login.gov/help



Step 7. Login.Gov will then ask you to create a password of at least 12 characters. Click
“Continue” when you are satisfied with your password.
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@ You have confirmed your email address

Create a strong password

It must be at least 12 characters long and not be a commonly used
password. That’s it!

[J Show password

Password
|
Password strength: ...
L)
Password safety tips +

Cancel account creation



Step 8. Login.Gov requires two-factor authentication. Users may select their desired
authentication. Strong authentication methods are recommended.

To set up phone as your authentication method, scroll down and select “Text or voice”
and then click “Continue.”

Authentication method setup

Slect an Spl N 16 SSCUre youl SCsunt:

Security key

o Ol Tl C Lol

Government employees 1D

Authentication application

] ApE y O F 1L
fablel HeLo 1oed bedaune e ¥ i g S

Text or Voice Messapge

caie d O wie wel ] o ey ae L3 T

Backup cades
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Step 9. Enter your phone number and select Text or Phone call before clicking “Send
Code.” Note that some business phones use voice-over-ip (VOIP) and are not allowable
numbers. Cell phones are most commonly used.

Send your security code via text
message (SMS) or phone call

We'll send you a security code each time you sign in

Message and data rates may apply. Please do not use web-based

YOIP) phone services

Phone number

How thould we send you a code?

¥You can change this selection the next thime you SIgn in :",'..l..l entered

a landline, please select “Phomne call®™ below
O Test message [SMS O Phone call
Mobile terms of Lervice




Step 10. You will receive an alpha-numeric security code by text or phone call that
should be entered on the one-time security code box. Then select “Submit.”

Enter your security code
We sent a security code to +1 T03-508-4945. This code will expire in

10 minutes

One-time security code

| |
=]

= Get another code Remember this browser

Entered the wrong phone number? Use another phong number

Choose another option



Step 11. Login.Gov will confirm the new authentication method that was added.

'g A phone was added 1o your account

" o ﬁ Access your government benefits and services
. F| . —
[ from your Login_gov account

Learn more about L Bin. gov

Your account

Your Account

1d email addr Email preferences

Email addresses * Add srma

Your email address

Your authentication

methods Language
English E:? Echit
wut
o Password
1 peOAE X |02 | meeseanesew Edit
Your connected accounts
Phone numbers + Add pt
History
Your phone number delfoult Mangsgs

Customer support

> You are now set up to use login.gov. If you have any issues with login.gov, please
click the link for support https://login.gov/contact/.

» You may click the link below to access WIPS from login.gov
https://dol.appiancloud.com/suite/sites/wips?signin=login-gov




