Why do I need a password?
Think about your DOL account and the data that it gives you access to. Now, consider that an attack is not specifically about your account but about using the access to your information or PC to launch a larger attack. While having someone gain access to your personal email might not seem like much more than an inconvenience and threat to your privacy, think of the implications of an attacker gaining access to someone’s social security number, maybe even yours.

One of the best ways to protect information or physical property is to ensure that only authorized people have access to it. Verifying that someone is the person they claim to be is the next step, and this authentication process is even more important, and more difficult, in the cyber world. Passwords are the most common means of authentication, but if you don't choose good passwords or keep them confidential, they're almost as ineffective as not having any password at all. Many systems and services have been successfully broken into due to the use of insecure and inadequate passwords, and some viruses and worms have exploited systems by guessing weak passwords. 

How do I choose a good password?
Most people use passwords that are based on personal information and are easy to remember. However, that also makes it easier for an attacker to guess or "crack" them. Consider a four-digit PIN number. Is yours a combination of the month, day, or year of your birthday? Or the last four digits of your social security number? Or your address or phone number? Think about how easily it is to find this information out about somebody. What about your email password—is it a word that can be found in the dictionary? If so, it may be susceptible to "dictionary" attacks, which attempt to guess passwords based on words in the dictionary. 

To strengthen the passwords used here at DOL, a new password requirement is being implemented.  Since September 6, 2005, all ECN/DCN passwords must have the following:

1. ECN/DCN system accounts are provided solely for the use of the individual for whom they were created. Passwords or any other authentication mechanism should never be shared or stored any place accessible. If stored, a password must not be stored in a clear-text or readable format.

2. Each ECN/DCN system has the following password format requirements: 

Passwords must be at least 8 alphanumeric characters in length, and contain a mix of three of the following four character types :

· English upper case letter (A, B, C, etc.)

· English lower case letter (a, b, c, etc.)

· Special character, including {, }, [, ], (, ), <, >, :, ', ", ?, /, |, `, ~, !, @, #, $, %, ^, &, *, _, -, +, =

· Arabic number (0, 1, 2, 3, etc.) 

3. Passwords cannot be any of the following:

· Dictionary words or common names, such as Betty, Fred, Rover

· Portions of associated account names, for example, user ID, login name

· Consecutive character strings, such as abcdef, 123456

· Simple keyboard patterns, such as asdfgh, qwerty

· Generic passwords, such as a password consisting of a variation of the word “password” (e.g., P@ssword1) 

It’s often hard to create a complex password, and even harder to remember it. A good method to rely on is a series of words to create it and use memory techniques, or mnemonics, to help you remember how to decode it. For example, instead of the password "hoops", use "Ilv2pBb!" for "[I]; [l]o[v]e; [2]; [p]lay; [B]asket[b]al[l]." 

Don't assume that now that you've developed a strong password you should use it for every system or program you log into. If an attacker does guess it, he would have access to all of your accounts. You should use these techniques to develop unique passwords for each of your accounts. 
How do I reset my password?
1. If you forgot your password, you can have LearningLink send you a temporary password by clicking here. This email may take 30 minutes to arrive depending on internet traffic. If you do not receive a new temporary password within 12 hours, DO NOT use this function again, please contact the LearningLink helpdesk. Once you have logged in with this temporary password, you will be required to develop a new password. 
2. Passwords must be changed every 90 days (45 days for Administrator accounts).

3. Password history will prevent users from using the same password for 10 previous password changes.

4. After three unsuccessful attempts to log into the system, your account will be locked. LearningLink is set to automatically unlock accounts Monday-Friday (approximately every 3 hours) between the business hours of 8am - 6pm EST. If your account has not been unlocked within 24 hours, please contact the LearningLink helpdesk.
